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lsT-NGIN
|IOT-NGIN In one slide

» Qur goal:

* Bringing the loT and modern technologies (5G, Al, DLT...) together in an
optimal way, towards a sustainable ecosystem of European
Technology and System providers

@

- Offer new tools and ecosystem to enable next-generation loT
* New services to existing platforms
* New platform opportunities
* New collaboration paradigms
* New business potential

- Prepare the ftechnology & standardization landscape to
manage the demands posed by large-scale loT deployments
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|OoT-NGIN vision and principles

@

Business Layer

Function Layer

Information Layer

Communication Layer

Component Layer

25/11/2021

Traffic Flow
Prediction

Naglelss

Irrigation Smart Grid
Monitoring

devices

devices
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Interoperability by design
Security by design
Privacy by design
Traceability by design

Data sovereignty by
design
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|lOoT-NGIN Work Organization
@

WP9: Project Management & Open Calls Coordination ° M e‘l‘O _Arc h i'I'eC 'I'U re & R e q U ire m e n 'I'S

loT-NGIN Technology Development 9 W P '|

» Technology development
- WP2, WP3, WP4, WP5

* Integration / Validation
- WP6, WP/

* Impact creation & outreach
loT-NGIN Technology Integration & Validation

WPé: loT-NGIN Integration & Laboratory evaluation 9 W P8

* Project Management & OCs
S WP9
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leT-NGIN

|loT-NGIN core technical objectives
@

- Patterns-based meta-architecture
« Architectural design language for loT platforms and services

* fargeting mostly next-generation loT architectures
- Compatible with existing, legacy |loT architectures

* [oT-NGIN federation approach
« Privacy preserving federated ML training — Distributed Al
 Inter-DLT technologies for secure and trusted data sharing
« /ero knowledge proof techniques for ML models verification
* Meta-level digital twins
« Ontology-based operations
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|loT-NGIN core technical objectives
@

* Optimize loT/M2M and 5G/MCM communications
» Task offloading (u-services) onto a secure edge cloud
« 5G slicing
» Time Sensitive Networking
« Research over a 5G network exposure API

* Enable user and self-aware, autonomous IoT systems
* privacy-preserving federated ML
- ambient intelligence, with AR support

» Research towards distributed loT cybersecurity and trust

» Self-Sovereign |dentities
* Interconnected DLTs
* ML-based cybersecurity auditing and active protection
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Standardization / Exploitation outlook
@

» Thorough inspection of exploitation / standardization /
cluster contribution potential

- 3GPP, 5GPPP, 5G IA, AIOTI, BDVA, GAIA-X, Living.IN-EU, etc

P~
B 5 Vmeovia SGeee

IIIIIIIIIIIIIIIII

The SG Infrastructure Public Private Partnership

» Strong indusiry interest on the project topics

« On May 2021, Ericsson & CAP have announced a strategic partnership on
supporting client 5G innovation

25/11/2021 Project overview and (meta)-architecture ?
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Alignment to Standards
@

- Multifaced, due to depth of the project activities stack

Indicative list

3GPP stack of standards

ETSI NSM-AF TS 28.533

|[EEE 802.1 (TSN TG)

ETSI NGSI-LD

FIWARE protocol stack

SAREF

« GS1

- W3 Decentralized Identifiers (DIDs) v1.0
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Validation

@

6

Living Labs

u
&
Laboratories o

PARTNERS e
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Overview of Living Labs Use Cases

@

LL_|uc# ltile ___ |Objective

SC  UC 1
SC UC2
SC UC3
SA  UCH4

25/11/2021

Traffic Flow Prediction & Parking To re-route fraffic in case of transport

prediction interruption and parking prediction

« Demonstrate the use of open data, user
data and loT data on traffic fluency at the

Crowd Management bottleneck
« Crowd management of the busy Helsinki-
Tallinn cross-border

Combine loT data with virtual citizen |oT data
from social networks to support co-
commuting solutions

Crop diseases prediction, Smart ¢ Improvement of the prediction of crop

Co-commuting solutions based
on social networks

irrigation and precision aerial disease
spraying * Optimization of precision aerial spraying
Project overview and (meta)-architecture 12
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Overview of Living Labs Use Cases

&

o meofwn 00000000 e

SA UCS5 Sensoraided crop harvesting

Human-centred safety in a self-
aware indoor factory
140 UC 6 environment

(Bosch Aranjuez Factory)

25/11/2021

Optimization of the crop harvesting process

Operational costs’ reduction

Improvement of quality of services related
to harvesting and loading

Improvement of safety parameters inside
factories

Demonstrate [oT-NGIN contextual loT
sensing to avoid collisions between humans
and AGVs

Federate and interwork of loT with 5G and

edge computing

Project overview and (meta)-architecture 13
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Overview of Living Labs Use Cases

@

LL_|uc# ltile ___ |Objective

4.0 UC7
4.0 UCS8
25/11/2021

Human-centered augmented « Utilise existing CAD models and wiring

reality assisted build-to-order instructions to implement AR assisted build-
assembly to-order assembly
+ Use digital twins to coordinate the
(ABB Helsinki Factory) cameras, cabinets and smart tools
 Demonstrate the use of wireless
Digital powertrain and condition communications and federated Al in
monitoring condition monitoring applications
« Examine the use of a meta-level digital twin
(ABB Pitajadnmaki High Power for grouping and managing data gathered
Test Lab) from multiple sources

Project overview and (meta)-architecture 14
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Overview of Living Labs Use Cases

LL_|uc# ltile ___ |Objective

Move from reacting to actingin + Readlize a digital twin of the power grid in

@

smart grid monitoring and order to continuously monitor electrical
SE  UC9 control quantities
» Test Phasor measurements units for
(ASM Terni) distribution grid
Driver-friendly dispatchable EV « EVssmart charging with renewable energy
SE UCI0 charging using smart contracts
» Test Augmented Reality interaction with
(E-motion, ASM Terni) charging stations

25/11/2021 Project overview and (meta)-architecture 15
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IOT-NGIN meta-Architecture

And IoT-NGIN reference implementation

25/11/2021 Project overview and (meta)-architecture 16
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The IoT-NGIN meta-architecture
@

* The meta-architecture takes a higher-level view and collects
together architecturally significant choices, patterns,

components, viewpoints and quality attributes that need to be
copmdered when designing and implementing individual
systemes.

* provides a foundation for the architecture and system design.

* Four main points of view:
« Domain Horizontal
+ Quality Vertical
- Architectural Patterns Vertical

* Element view
« Artificial Intelligence

25/11/2021 Project overview and (meta)-architecture 17



The |oT-NGIN meta-architecture

N

leT-NGIN

Layered architecture

Microservices-oriented
architectures

Event-driven architecture
Lambda architectures
Software-defined Networking

Edge computing

Wireless sensor network
architectures

5G network exposure
5G Network Slicing

Gateways

Distributed ledger
technologies

Serverless computing
Self-Sovereign Identities
Data federation
Digital twins
Reference models

@ Management

@ Data

@ Device capabilities
@ Infrastructure

@ Security

25/11/2021

Existing Infrastructure Existing
systems services codebase

| loTGateways 5G capabilitites Network Secure Edge
security Framework

©0 0.+

Smart City Smart Agriculture Smart Energy Smart Industry 4.0
R r—————- ——————
IrWorhoads -i | Analytics : :_Automatlon |
=== - m———————— - |
| | Services | | Middleware | | | | | |
| | Microservice | | | | | | | |
[N 00 [ | : : | : I
| | 0o ) | | | | | Service broker |
| i " || Appserver Connectivity | I i [
& | ' e e
! (. | I I
1 ! ! L | !
| L _Mi | L | | | | | container |
| | | | orchestration
_________________________ J I_______I ______I
ree- - T T - s T T T T T TsTTmTmmm s s 1 - 777777
: Federation : | Things |
| | | :
I [ |
| Monitoring DLT  Identifiers & Identities Datastorages  Datasharing Federation interfaces | | |
- | .
: Device Smart devices Digital Twin :
————————————— - provisioning
: Infrastructure | | [l et T T T T T | : : :
————— - | |
| | Cloud | | | | | |
3 e L |
| : | : Cluster  |mage repository Container : : | Communication 1AM Data sources :
|| _Applications ~services | L [Manesement sty 4 | e J
5 ey || p————————————=
| | | Fog-Edge
|
|
|
|
|

Machine Learning

Artificial Intelligence

Project overview and (meta)-architecture

Security

Interoperability

Scalability

Availability

Data Integrity

Data
Sovereignity

Performance
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Meta-Architecture: Intelligence
@

* The presence of ML & Al is ubiquitous, catalysed by MLaa$

* Delivers gutomated ML pipelines
and services PP e
- To the project services et B e
- To third parties T e B e \I_ﬁ
[ | | | cl/cD
onitorin : MLaa$/Edge Nodes / Co:pme
- Arbitrary number of supported g o] [ [ [ =L
technologies ) | T
- Focus on: il | ] (st
« Privacy Preserving Federated Learning el o ]W‘H e
« Active/Continuous Learning o _Wodell‘f‘ ]
* Deep Learning ; e

* Model fraining and polyglot sharing |
+ Generative Adversarial Networks
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Layered architecture

Microservices-oriented
architectures

Event-driven architecture
Lambda architectures
Software-defined Networking

Edge computing

Wireless sensor network
architectures

5G network exposure
5G Network Slicing

Gateways

Distributed ledger
technologies

Serverless computing
Self-Sovereign Identities
Data federation
Digital twins
Reference models

@ Management

@ Data

@ Device capabilities
@ Infrastructure

@ Security

25/11/2021

Smart City Smart Agriculture Smart Energy Smart Industry 4.0
—————————————————————————————————————— | i tiesti S e wnbmluviaienier :
IrWorhoads -i | Analytics | | Automation | Security

=== - m———————— - | |
| | Services | | Middleware | | | | | |
Microservice | | |
Lo Lo ' R b '
| | 00 @ | | | | | | | |
| | oo | | | | | | | Service broker | Interoperability
| | v | | Appserver Connectivity | | | | |
Lo Lo ! o K I |
| | | |
1 ! ! L | !
| L _Mi | L | | | | | container | .
| | | | orchestration Scalability
_________________________ J I_______I ______I
rr—— " - T T - T - === —-—-—-- hl -~ ———~—~—7—7—7—777
; Things |
: Federation : | & |
| @ @ @ 9 @ | : | e
I [ :
| Monitoring DLT  Identifiers & Identities Datastorages  Datasharing Federation interfaces | | |
- | .
: Device Smart devices Digital Twin |
I A [T CIZCIICIIITICIIIIIIIIIIT T rovsonne | Data Integrity
Infrastructure | | |
e ———= I P! I
| | cloud | | | | |
| |
| | | | | | ! |
I I I ! i | | ! Communication 1AM Datasources | Data
| | | | Cluster  mage repository Container | | | | Sovereignity
|| _Applications ~services | L [Manesement sty 4 | e J
5 ey B STt Sttt
| | | | Fog-Edge :
-« Performance
| | |
: RE :
Existing  Infrastructure Existing 10T Gateways 5G capabilitites ~ Network Secure Edge | | . .
: systems services. codebase I_ security Framework | Edge processing  ML/Deep learning J

Machine Learning

Artificial Intelligence

Project overview and (meta)-architecture
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Vertical
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The |oT-NGIN meta-architecture

N

Smart City Smart Agriculture Smart Energy Smart Industry 4.0
Layered architecture Fe—————— Fe——————
—————————————————————————————————————— 1 b - }
Microservices-oriented IrWorkloads | | Analytics : | Automation : Security
________ - e,
architectures | :_Services | rMiddIeware | | ! | ! |
i 3 | Microservice | | | | |
Event-driven architecture | | | | | | |
| | 0o ® : | ! | | b i I
Lambda architectures | | 00 | 4 | | | [ Service broker | Interoperability
| | o | | Appserver Connectivity | | | | | |
) | | |
Software-defined Networking | : | : | | | : | :
. | [ @ | | | | | | | |
Edge computing | L | L | | | | | Container | .
| - - | | | orchestration Scalability
Wireless sensor network | - ______Y_ _ _ _ _ __ _ _ _ __}» _ __ _ _ _ E] L ————— [ T, |
Architectural [t L —
5G network exposure : Federation : | Things :
— . B | Availability
5G Network Slicing : | | |
|
V e r'I'i C O | Gateways | Monitoring DLT  Identifiers & Identities Datastorages  Datasharing Federation interfaces | | :
| | | ,
o —— Device ices Digital Twin |
Distributed ledger cuiee  Smartdevices Digital Twin
N ger | @ ———-—F—————- r-—-—— - = ————— | provisioning | Data Integrity
technologies : Infrastructure | | o e o T T T T T T T T T T T | | : |
Serverless computing | | T T T T - | [ ! |
puting | | Cloud | | | | | |
| | |
Self-Sovereign Identities | | | | | : | : Data
| : | : CIUSter  mage repository _ Container : | | Communication 1AM Data sources ! Sovereignity
Data federation : |_Applications Services _! L [Manesement ety _ . | e -
- N @ T | e Il 3%
Digital twins : : | | Fog-Edge |
‘_’| ! Performance
Reference models : | R |
T 1) I
® Management | bisting  Infrastructure  xisting [ s copabilitites  Network  SecureEdge | | ) ! |
@ Data I systems services codebase | loTGateways 56 capabilittes security Framework | | I Edge processing _ ML/Deep learning |
| ol A - ] . ]
evice capanilities

@ Infrastructure

@ Security Machine Learning Artificial Intelligence
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The |oT-NGIN meta-architecture

N

Smart City Smart Agriculture Smart Energy Smart Industry 4.0
Layered architecture - -
Microservices-oriented IrWorkloads | Analytics : | Automation : Security
e gl eme—m—————— - m———————— -
architectures | :_Services | rMiddIeware | | | | |
i 3 | Microservice | | | |
Event-driven architecture | | | | | |
[ oo ® : | : | b ; I
Lambda architectures I | oo | d | [ Service broker | Interoperability
| | o | | Appserver Connectivity | | | | |
) | | | | | | |
Software-defined Networking | | | | | : | : |
. b, S O I I I
Edge computing | L | L | | | | Container | .
i | | | orchestration Scalability
Wireless sensor network | - _______%Y_ _ ______ ___}V_ _ _ __ _____ b ————— [ [
architectures —F——,—,——e .y m————————————=
5G network exposure : Federation : | Things :
- | | I | Availability
5G Network Slicing | | | |
|
Gateways | Monitoring DLT  Identifiers & Identities Datastorages  Datasharing Federation interfaces | | :
| | | ,
trbgtedledeer OB L T T T T T T T TN T T T TTTTTT T T T T T Device  smartdevices Digital Twin |
Distributed Igdger ————————————— -————— I provisioning e | Data Integrity
technologies : Infrastructure | | o e o T T T T T T T T T T T | | : |
e B 0 | —k————— —_——— | | |
Serverless computing | i Cloud ] | | | |
| | |
Self-Sovereign Identities | | | | : | : Data
| : | Cluster mage repository ~Container : | | Communication 1AM Data sources | Sovereignity
Data federation : |_Applications Services _! . _[Manegement ety _ . | e E
e, Tl h,—_——_——_,—_—_—_— I
Digital twins : : | | Fog-Edge :
‘_’| Performance
Reference models : :<—|—>| |
) I
® Management | isting  Infrastructure  Existing ! JoT Gatewa il Network  Securedge | | |
ys 5G capabilitites etworl " i
® Data : systems services codebase I_ security Framework _! | : Edge processing _ ML/Deep learning J
___________________________________________________________ ] T T T T T T = ===
@ Device capabilities

@ Infrastructure

@ Security Machine Learning E | e m e n 'I'S VIeW Artificial Intelligence
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The |oT-NGIN meta-architecture

@

Functional Group

Infrastructure Infrastructure provisioning, bootstrapping and management is necessary for allowing applications to
properly operate.

Federation Granted the (horizontal) scalability requirement stemming from the Quality vertical, support for
federated orchestration at compute and data level is deemed necessary.

Workloads In tandem with the Infrastructure and the Federation functional groups, the workloads functional
group represents the necessity to optimally manage the hosted application and data workloads.
The Things functional group functionalities cover the necessity to manage not only the platform-
oriented workloads, but also the device ones.

Foa-Edae The Fog-Edge functional group is necessary to achieve effective communication and secure task

g-tdg offloading (towards lowering the cost and increasing the capabilities of the supported |oT devices)
Granted the expected rise in the design complexity of the offered loT platform services, the

Automation Automation functional group represents the needs to easily install and dynamically (automatically)
manage the provided platform instances.

Analviics To uncover the value of the underlying platform-collected/generated data, it is important to
y feature analytics toolboxes.

25/11/2021 Project overview and (meta)-architecture 23
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Compliance to the IoT-NGIN meta-

_architecture

0
Meta-Architecture view Compliance baseline

Quality vertical ALL elements/requirements should be satisfied.

I \{edsli(=Yes (Ve | WeXel i (I FRAYZ 15 ([{- | I AT least one should be adopted*.

All security elements should be present. For each one of the
Element View first-level functional groups, at least one element should be
adopted.

Underlying ML/AI Desirable, not necessary.

“With the exception of the identification of new patterns that have not been (implicitly or explicitly) considered by the relevant work

25/11/2021 Project overview and (meta)-architecture 24
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|OT-NGIN reference meta-architecture

_Instantiation

Q

AR/Human Centered Ul/UX

Semi-autonomous Real-time Operation

Distributed Trained
ML Models

Blockchain-DLT Client
Sensing, Streaming
& Actuating

Micro-Apps

Embedded Cyber Security
& Data Privacy

Resource Self-awareness &

Dynamic Network Connectivity

Fog — M2M 5G - MCM
Communications Communications

loT Device

25/11/2021

Human & Context Centered Micro-Applications

Big Data Analytics & ML
Polyglot Trained ML Prescriptive/Predictive
Model Serving Data Analytics
Privacy Presenting Transfer Learning &
Federated ML Dynamic Self Learning .
Federated Data Sovereignty DLT Mining
m Inter-DLT Transaction Layer 'é?
[ ]
Digital — n
Twins II Federation Adapters \

Migrated micro-services Secure
or VNF instances unikernels

Existing
“closed” loT
Platforms

Microservice
Repository

Vulnerabilities
Detection

Sandbox [Sandbox]

Secure Micro-Services & VNF
Execution Framework

5G Network & Resources Management

5G Dynamic 5G Network Resources
Slicing Management Management

5G Communications

Edge Cloud Node

» Layered architecture
« Multiple, semi-
autonomous layers

- Each living lab features
ifs own instantiation

- Compliant with the
requirements of the
meta-architecture

« Extensible, open to
other inferfacing with
existing systems,
devices and platforms

Project overview and (meta)-architecture 25
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5G Network & Resources Management

*E?

Human & Context Centered Micro-Applications

Big Data Analytics & ML
Polyglot Trained ML Prescriptive/Predictive
Model Serving Data Analytics
Privacy Presenting Transfer Learning &
Federated ML Dynamic Self Learning

Federated Data Sovereignty

Inter-DLT Transaction Layer

i
Lo
Digital I )

Federation Adapters

Twins Existing
“closed” loT
Platforms

AR/Human Centered Ul/UX

Semi-autonomous Real-time Operation

Distributed Trained
ML Models

Migrated micro-services
or VNF instances
Sandbox

Secure Micro-Services & VNF
Execution Framework

Secure
unikernels

Microservice
Repository

8550
Vulnerabilities
Detection

Blockchain-DLT Client

Sensing, Streaming
& Actuating

Embedded Cyber Security
& Data Privacy

Micro-Apps
Resource Self-awareness &
Dynamic Network Connectivity
Fog - M2M 5G - MCM
Communications | Communications

loT Device

5G Network & Resources Management
5G Dynamic 5G Network Resources
Slicing Management Management
5G Communications

25/11/2021

Core Objectives

- Enhance loT underlying
technology offering l01/5G
optimization

* Provide a “by-design”
secure edge clouad
execution environment to
support micro-services’
offloading and increase
scalability

Project overview and (meta)-architecture 26
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5G Network & Resources Management

@

« 5G range extention via
D2D communications

. * loT MCM Communicafions

i .
= 2 « Network Slice Manager
W e + 3GPP NSM-AF TS 28.533

“closed” loT

arre iy « Implementation including IEEE

ML Models Migrated micro-services Secure | |-.__ VNF& _

ErRlicl e ey TSN characteristics

Blockchain-DLT Client Sandbox . -
B8 |8 jjos 8

Sensing, Streaming

SdActiatng Secure Micro-Services & VNF Vulnerabilities o R r M m 'I' A P |
Execution Framework Detection

Micro-Apps

Human & Context Centered Micro-Applications

Big Data Analytics & ML
Polyglot Trained ML Prescriptive/Predictive
Model Serving Data Analytics
Privacy Presenting Transfer Learning &
Federated ML Dynamic Self Learning

Semi-autonomous Real-time Operation

& Data Privacy

Embedded Cyber Security

5G Network & Resources Management

o e
Resource Self-awareness & 5G Dynamic 5G Network Resources ® A P | fo r U n | fl e d O ( : ( : e S S TO 5 G
Dynamic Network Connectivity Slicing Management Management
=L =l 5G Communications
Communications Communications

loT Device

25/11/2021 Project overview and (meta)-architecture 27
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5G Network & Resources Management

@

- Secure Edge Cloud
Big Data Analytics & ML F rO m eW O rk

- Edge infrastructure

Polyglot Trained ML Prescriptive/Predictive
Model Serving Data Analytics

Privacy Presenting Transfer Learning &
Federated ML Dynamic Self Learning

Federated Data Sovereignty ° S e C U re U n i ke rn e |S

Inter-DLT Transaction Layer
AR/Human Centered Ul/UX
Digital I
. . . Twi Federation Adapters
Semi-autonomous Real-time Operation wins

« Containers

« ML functionalities
odels IgorVNFi:'lstance‘: unsii‘:r.r';zls \‘Ylif::iés?g:;c'; ° Enhcnc ed |eOrning

Blockchain-DLT Client Sandbox Sandbox

8 @ .
Sensing, Streaming ' m e C h O n IS m S
SdActiatng Secure Micro-Services & VNF Vulnerabilities

* Inference services (together

5G Network & Resources Management

.
Resource Self-awareness & 5G Dynamic 5G Network Resources W I T h M I_O O S )
Dynamic Network Connectivity Slicing Management Management
. .
Fog— MZM 5= MCM 5G Communications L]
Communications Communications

loT Device

Embedded Cyber Security
& Data Privacy
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Enhancing loT Cybersecurity & Datao

_Privacy

&

AR/Human Centered Ul/UX
Semi-autonomous Real-time Operation

Distributed Trained
ML Models

Blockchain-DLT Client

Sensing, Streaming
& Actuating

Embedded Cyber Security
& Data Privacy

Micro-Apps

Resource Self-awareness &
Dynamic Network Connectivity

Fog - M2M 5G - MCM
Communications | Communications

loT Device

25/11/2021

Human & Context Centered Micro-Applications

Big Data Analytics & ML

Polyglot Trained ML Prescriptive/Predictive
Model Serving Data Analytics

Transfer Learning &
Dynamic Self Learning

Privacy Presenting
Federated ML

Migrated micro-services
or VNF instances
Sandbox

Secure Micro-Services & VNF
Execution Framework

Secure
unikernels

Microservice
Repository

8550
Vulnerabilities
Detection

5G Network & Resources Management

5G Dynamic 5G Network Resources
Slicing Management Management

5G Communications

Edge Cloud Node

i
"l

Existing
“closed” loT
Platforms

Core Objectives

* Enhance loT Cybersecurity
against data poisoning
and ML-based anomaly
detection

* Enforce dara sovereignty
by making loT data
accessible in a frusted,
auditable and controlled
way

Project overview and (meta)-architecture 29
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Enhancing loT Cybersecurity & Data

o Privacy

—— * |loT Vulnerabillities crawler
e R « Report known CVEs identified

Polyglot Trained ML |  Prescriptive/Pre dictive

Data Analytics f .
Privacy Presenting Transfer Learning & O r I OT_ N G I N d e V I C e S
Federated ML i i .
d Data Soverei, inin|

« Attack detection using
federated ML

ot microservices ' secure W VNES._ N yn thetic datasets of
e [ (2 o f 5 poisoning attacks in loT
e T - Train a Malicious Attack
°'k& Detector ( MAD )

mmmmmmmm * Moving Target Defence
(MTD) network of Honeypofts
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. . leT-NGIN
Enhancing loT Cybersecurity & Data

o Privacy

* Interledger enables atomic
cross-ledger transactions

Polyglot Trained ML Prescriptive/| Pre.dictive . . . .
,iv“jf“e':;f": S * Decentralized bridging interledger

Human & Context Centered Micro-Applications

* Privacy-preserving Self-
' Sovereign Identities for different

i o
rms . .
ML Models Migrated micro-services I{ so. W = e n 1- I -I- I < B S

or VNF instances i Microservice

E] ‘ & * DIDs, VCs, QR codes & GS1 links

Security

Embedded Cyber

 SAREF Onfologies enable

5G Dynamic

. = intferoperability for Metfa-level
loT Device Edge Cloud Node Digifal TWinS (MLDT)
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leT-NGIN

Enhancing loT Intelligence

@

Human & Context Centered Micro-Applications

Big Data Analytics & ML

Polyglot Trained ML rescriptive/Predictive
Model Serving Data Analytics

Inter-DLT Transaction Layer
AR/Human Centered Ul/UX
Digital I "
. . . Twi Federation Adapters
Semi-au tonomous Real-time Operation wins

Distributed Trained
ML Models Migrated micro-services |~ Secure | .. VNF&
or VNF instances i Microservice

Blockchain-DLT Client andbox andbox Repository

urity

Embedded Cyber Sec

loT Device Edge Cloud Node

Core Objectives

Big data management and
privacy preserving federated ML

Deep learning and reinforcement
learning techniques to enhance
training processes with adapftive
self-learning

/K for ML models verification

Reinforce secure and frusted
data sharing
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leT-NGIN
Enhancing loT Intelligence

@

- ML as a Service Framework

Human & Context Centered Micro-Applications

e e
U - Data acquisition
Polyglot Trained ML Prescriptive/Predictive
Model Serving Data Analytics
Privacy Presenting Transfer Learning &
Federated ML Dynamic Self Learning

Data preprocessing

Al modelling (af the edge)

Al model deployment
Integration and model

.
or VNF instances u;i:l:h \.lv‘li_c?bééﬁ;i;; O p e rO 1- I O n
Blockchain-DLT Client . ' Rep.ository. .
Sensing, Streaming . . . ' ' ' ' M O d el S h O rl n g
SIACHIAting Secure Micro-Services & VNF Vulnerabilities
L] L]
5G Network & Resources Management ¢ Te C h n O | O g y h I g h | I g h TS
Slicing Management Management K b f |
» Kubeflow, Onnx, |loT gateways

deratea Data S0 g DLT Mining
Inter-DLT Transaction Layer ~
AR/Human Centered Ul/UX U
Digital I Federation Adapters
. 1
Twins I P \ Existing

“closed” loT

Semi-autonomous Real-time Operation

Distributed Trained

& Data Privacy

Execution Framework Detection

Embedded Cyber Security

Micro-Apps

Resource Self-awareness &
Dynamic Network Connectivity

. .
* MLOps (via ArgoCD & gitlab

runners)

Fog - M2M 5G - MCM
Communications | Communications
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leT-NGIN
Enhancing loT Intelligence

@

* Technical focus

Online Learning
« On top of SKLearn and Wabbit

= e i Model optimization
AR/ Human Centered /UK Inter-DLT Transaction Layer .@.

_ ‘_ e WL Privacy preserving FL
o, - For different classes of devices

u:i::r:% N'I‘Iec;:s::::;e (lOT, Edge, ClOUd)
B O :
8)jos 108 g Model sharing
- Polyglot model sharing (onnx)

5G Network & Resources Management
- Model conversion, protocol
buffers

Human & Context Centered Micro-Applications

Big Data Analytics & ML
Polyglot Trained ML Prescriptive/Predictive
Model Serving Data Analytics
Privacy Presenting Transfer Learning &
Federated ML Dynamic Self Learning

Distributed Trained
ML Models Migrated micro-services
or VNF instances

Blockchain-DLT Client Sandbox \

Sensing, Streaming
& Actuating

Embedded Cyber Security
& Data Privacy

Resource Self-awareness &
Dynamic Network Connectivity

Fog - M2M 5G - MCM
Communications | Communications

IoT Device Edge Cloud Node ° TrOnSfel’ Le(]rniﬂg (SDK)
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. leT-NGIN
Enhancing loT Tactile & Contextual

o Sensing/Actuating

Core Objectives

Human & Context Centered Micro-Applications

* PRESS analysis

. PI’IVCICP/ data pRotection, Ethics,
Security & Societal aspects

> Improve ob)ec’rs reco?m’rlon
using visual/non-visuo
methods

- Ambient Intelligence access
control

. Reposfrory{ of AR/MR software
to support 3rd parties

loT Device Edge Cloud Node
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| . leT-NGIN
Enhancing loT Tactile & Contexftuadl

& Sensing/Actuating

» Devices recognifion

« Computer vision
* QR codes
* RF protocols

* Device Indexing
» Based on FIWARE |loT Agents

« Access Control module
* AAA considering external
factors like proximity

* APIs and tools to intferact with
loT-NGIN via using AR/MR/XR
frameworks

Human & Context Centered Micro-Applications

loT Device Edge Cloud Node
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loT-NGIN
Integration and deployment

@
» Specific tasks for application development

« On top of the generic IoT-NGIN generic protocol and services
task

» DevSecOps connected with CI/CD principles
- Kubernetes-based deployments

- Laboratory validations
* Onelab, Eurolab

 Verification and replication guidelines
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leT-NGIN

* |oT-NGIN encompasses a

it ey very wide range of fufure
- and legacy loT platforms
ogation /" smart Grid requirements
« Open meta-architecture
« Open APIs

« Open Source

« Focus on:
NR . Interoperability by design
5G deviZes

Security by design

Privacy by design
Traceability by design

Data sovereignty by design

devices

devices
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1sT-NGIN
More Information

@
* Web site: https://iot-ngin.eu
* Email: INfo@iot-ngin.eu
* Twitter: hitps://twitter.com/IotNQgin
e LinkediIn: https:.//www.linkedin.com/company/iot-ngin/

* F6S: https:.//www.tés.com/iot-ngin-1st-open-call
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lT-NGIN

Thank you for your attention

Dr. Artemis Voulkidis
Technical Directory SYNELIXIS SOLUTIONS
loT-NGIN Technical Manager
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